Data Privacy Notice — Personal & Business
How we use Personal Information

This data privacy notice has been drafted to assist us in meeting our obligations under the
General Data Protection Regulation (GDPR), which comes into force on 25 May 2018. It sets
out yourrights underthe GDPR, and how we use your personal information. We may update
this notice from time to time (including between now and 25 May 2018, when the change in
law comes into effect, and subsequently).

This privacy notice replaces the “How we use personal information” brochure referred to in
our General Terms and Conditions, and any reference in Clause 8 of our General Terms and
Conditions should be read as referring to this privacy notice. You should note that this privacy
notice clarifies the legal basis on which we process your personal data, and that
notwithstanding Clause 8 of our General Terms and Conditions, we do not rely on your
consent for our processing except as described in this privacy notice.

Who are we and why do we use your personal data?

Danske Bank A/Strading as Danske Bank is a financial institution that offers financial advice
and servicesto its customers. This privacy notice is to let you know how we, and
companies withinthe Danske Bank Group, look afteryour personal information.

This includes what you tell us about yourself when you interact with us, and what we learn
by havingyou as a customer or as an individual whois connected with a customer, supplier
or service providerof ours. You could be a customer, an authorised signatory, a joint
account holder, a guarantor, a provider of security, or a third party advisor connected to our
customer, an employee, agent, director or other officer of a customer, a person connected
with a customer, or of one of our suppliers orservice providers.

We are committed to protectingand respecting your privacy, and we will treat your
information as confidential atall times, even whenyou are no longera customer or we no
longerinteract with you.

In accordance with GDPR, we may only process your personal information where we have a
properreason for doing so, such as where:

e We are requiredto do so by applicable laws orregulations, including anti-money
launderinglegislation;
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¢ You have enteredinto acontract with us for a financial product or service, to provide
that product or service to you and to deal with queries, complaints or suggestionsin
relation to that product or service;

e |tisinour(oramember of the Danske Group’s) legitimate interests to do so; or
e You have consentedto our processing your personal information.

A legitimate interest is where we have a business or commercial reason to use your
information, namely forday to day operational and business purposes, including board and
group reporting and management purposes, taking advice from our external legal and other
advisors, to prevent or minimise the risk of potential fraud, to prevent abuse of our systems,
to prevent financial loss, where we sell, transfer or re-organise the whole or any part of our
business, or to strengthen IT and payment security. We may use telephone recordings to
train our staff and to maintain the quality of our service.

Where you have a mortgage or loan with us, we are required by banking regulations to report
certain information to the Central Bank Central Credit Register (CCR). We are required by the
Credit Reporting Act (2013) to report to the CCR on how you repay your loan. We will report
any arrears and any failure to repay a loan to the CCR.

We also make certain reports to the Irish Credit Bureau (ICB) database (which will provide a
credit history for up to 5 years pre June 2017) to protect our interests, and to promote
responsible lending and prudent account management. Your credit rating at the ICB is kept
up to date by each of the banks reporting on how you repay your loans. As the ICBis not a
regulatory body, reporting of your loan repayment to them is carried out in the legitimate
interests of Danske Bank and the ICB.

To learn more about what credit reference agencies do, whatinformation they hold and what
your rights are, goto https://www.centralcreditregister.ie/.

We only rely on legitimate interest as a reason for processing if in our view our legitimate
interest clearly outweighs yourinterestin not having your personal data processed by us. We
must, however, still treat you fairly and consider what is right for you. You have a right to
object to any processing we carry out based on our legitimate interests, but we will only be
required to stop such processing where we do not have an interest which outweighs yours.

What personal data do we collect and process

Where you are a customer, depending on the type of account you hold with us, we collect
and process different kinds of personal dataabout you, including:

e your core personal data, e.g. your name, address, contact information, PPS number
(incertain cases), country of residence and date of birth;
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e identification documentation, forexamplea photocopy of your passport, driving
licence, orother documentation required by law;

e vyour financial information, e.g. yourcredit rating or history;

e data about your education, profession or work;

e information aboutyour family and otherrelationships; and

e detailsaboutthe services and products we provide to you.

Where you are not a customer but are an individual connected with acustomer, we will
hold your name, contact information and details of yourrelationship to our customer.

There may be times when the information we hold about you includes sensitive personal
data, such as information relating to your health or data revealing your political opinions or
trade union membership. We only hold this data when we need to for the purposes of the
product or services we provide toyou, or where we are legally required or permitted todo
so. We will always seek your explicit consent to collecting your sensitive personal data
where we do not have an obligationto holdit underlrish law.

Where you have given usyour consent, you can withdraw it at any time. Please note that if
you withdraw your consent, we might not be able to provide you with specificservices or
products. We will, however, only seek torely on consentto process your personal
information where we have no other basis for processing it.

You can withdraw your consent at any time by gettingin touch with us usingthe contact
details at the end of this notice.

Where do we collect your information from

We hold personal and financial information about you which you have provided to us or
which we have collected/received from elsewhere such as:

e informationyougive uson application forms;

e information we getfromhow you use your accounts;

e details of who supplies goods and servicestoyou;

e information from otherorganisations, such as the CCR and ICB and fraud prevention
agencies;

e informationfrom people who know you, such as jointaccount holders and people
you are financially linked to; and

e informationthatother people (suchas your advisors) give us during financial reviews
and interviews, aswell asinformation we get from analysing your banking
transactions.
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We want our service to meet your expectations atall times and therefore we need the
information we hold aboutyou to be accurate and up to date. Please contact us usingthe
contact details at the end of this notice if there are any changesto your personal
information since it was provided to us.

Why do we collect your information

At Danske Bank we store and use your information to manage your accounts and to provide
customer advice, customer care, customer administration and credit assessment, as well as
in order to comply with statutory obligations.

As well as using your information to manage the products and services we provide toyou,
we may need to use yourdata for a number of otherreasons. These include the following:

¢ Preventing fraud or recovering debt

We may use your information to prevent fraud and recover debts. We may use credit
reference and fraud prevention agencies to help us make credit decisions.

If you provide false or inaccurate information and we find that you have committed fraud,
we will pass your details to fraud prevention agencies.

Law enforcement agencies may also access and use this information. We and other
organisations may also access and use this information to prevent fraud and money
laundering, for example, when:

checking details on applications for creditand credit related accounts or other
facilities;

e managing creditand creditrelated accounts or facilities;

e recoveringdebt;and

e checkingdetails of job applicants and employees.

If you want to receive details of the relevant fraud prevention agencies, please contact us
using the contact details at the end of this notice.

Before we make a credit decision, we may carry out credit searches using credit reference
agencies, as described above.

¢ Protecting you
We may use your information to protect you in the following ways:

e We may record or monitor phone calls to confirm details of our conversations, for
your protection; and
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e Before we provide any service, we will carry out anti-money laundering checks,
which may include searches to confirmyour identity.

Using your personal information in this way allows us to comply with our legal obligations.
e Sharing your information

There are other circumstances where we need to provide information to other people to
help us and you to run your accounts. We do so when itis inyourinterests as well as ours
and/or where we are undera legal or regulatory obligation to do so. We have setout
examples of such circumstances below:

e We may provide information about you to someone you nominate or authorise to
act on your behalf;

e We must pass your detailstoour insurersin certain cases in connection with claims
made againstus, or inrelation to claims you may make underinsurance previously
provided toyou in connection with our products and services. Insurers may keep a
record, on a register of claims, of information we provide in connection with any
claims made underthe insurance. Insurers may use this registerto prevent
fraudulent claims. You can geta list of companies who use the register, and details
of the register operator, fromthe insurers;

e We may exchange information about you with other companiesin the Danske Bank
Group to assess creditrisk, to prevent fraud or manage risk, or to help usrun your
accounts. We may also share your information within the Danske Bank Group to
prepare research and analyse statistics (including analysing risk and credit) so that
we can improve ourservices;

e We will sometimes arrange forservice providers, agents and subcontractors,
including those from outside the European Economic Area (EEA), to provide services
and process your information on our behalf. We will make sure thatthese service
providers, agents and subcontractors have a duty to keep yourinformation
confidential and secure, and that they only process your information as setoutin a
written contract. We have appointed Pepper Finance Corporation (Ireland) DAC as
our principal service providerto assist us with administering our products, and it will
process your personal data on our behalfandin accordance with our instructions.

e Where we use third parties from outside the EEA, we will ensure that yourrights
underthe GDPR are safeguarded through the appropriate protections, including
model clauses where appropriate. You can request furtherinformationinrelation to
transfers outside the EEA by contacting us usingthe contact details below;

o |f wesell, transferorassign the whole or any part of our business, we will share your
personal data with the party acquiring that business;

e To meetour dutiesto regulators, we may allow authorised people tosee ourrecords
(which may include information about you) forreporting, compliance and auditing
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purposes. Forthe same reason, we will also hold the information about you when
you are no longera customer;

We may also share information with certain statutory bodies, e.g. the Deposit
Guarantee Scheme, if required by law.

We disclose personal data to public authorities as required by law, including to an
Garda Siochana and Revenue Commissioners under the Criminal Justice (Money
Laundering and Terrorist Financing) Act 2010 (and any replacement or amendment
thereof), tothe Revenue Commissioners in accordance with the Taxes Consolidation
Act 1997 and other tax legislation, to the Central Bank of Ireland to comply with our
obligations under the Credit Reporting Act 2013 and other law and for statistical and
other purposes, to the courts, to the Data Protection Commission, to the Financial
Services and Pensions Ombudsman, to the Credit Review Office, to the Criminal Assets
Bureau, to the National Management Treasury Agency, to the Danish FSA, to US, EU
and other designated authorities in connection with combating financial and other

serious crime, and to fraud prevention agencies.

How long do we keep your information?

We will keep your personal information during the lifecycle of you being our customerand
thereafterforas longas we are required to do so by regulation/law.

We are obliged by law to retain AML related identification as well as transaction records for
six years from the end of the specific product/account or the date of the transaction,
respectively.

Otherinformation will be retained fornolongerthanis necessary for the purpose for which
it was obtained by us or as required or permitted forlegal, regulatory, fraud prevention and
legitimate business purposes. In general, we (or our service providers on our behalf) will
hold thisinformation fora period of seven years, unless we are obliged to hold it fora
longerperiod underlaw or applicable regulations.

Your Privacy Rights

You have a number of rights under the Data Protection Laws inrelationto the way we
process your personal data, which are set out below. We will aim to respond to any request
received fromyouin relation to exercising your rights within one month from your request,
although this may be extended in some circumstancesinline with the GDPR.

e Insightintoyour personal data
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You are entitled to getinsightinto the personal datawe have relatingto you, how we use
it and where it comes from. You can obtain information about how long we store your
data and who receives data to the extent that we disclose data in Ireland and abroad.
Please note, however, that your right of access may be restricted by legislation, by our
needto protectanother person’s privacy orin consideration of our business and practices.
Our know-how, business secrets as wellas internal assessments and material may also be
exempt from the right of insight into your personal data.

You must write to usif you want to see thisinformation at the address listed below. Access
to your data will usually be provided free of charge, although in certain circumstances we
may make a small charge where we are entitled to do so under the GDPR.

e Rightto object

In certain circumstances, you have the right to object to our processing of your personal
information including when we rely on our legitimate interest to process your personal
information.

e Correction or erasure of Danske Bank’s data

If the data we have registered about you is incorrect, incomplete or irrelevant, you are
entitled to have the data corrected or erased subject to restrictionsin existing legislation
and our rights to process data. These rights of correction and erasure are known as the
“right to rectification” and “right to erasure” or “right to be forgotten”.

e Restriction of use

If you believe that the data we have registered about you is incorrect or if you have
objected to the use of the data, you may demand that we restrict the use of the data to
storage until the correctness of the datacan be verified or until we can check whether our
legitimate interests outweigh your interests.

If you are entitled to have your data erased, you may instead request us to restrict the
use of the data to storage. We may, however, be entitled to use of the data to assert a
legal claim or if you have given your consent to this.
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e Withdrawal of consent

If the basis on which we are processing your personal data is the fact that you have
consented to us doing so, you can withdraw this consent at any point intime. Please note
that if you withdraw your consent, we may not be able to offer you specific services or
products. Please note also that we will continue to use your personal data if we have
another legal basis or “reason” for holding it e.g. if we are required to do so by law.

e Data portability

If we use data based on your consent or because of an agreementand the data processing
is automated, you have the right to receive a copy of the data you have provided in an
electronic machine-readable format. You can also ask us to pass your information in this
format to another organisation.

If you wish to exercise or get furtherinformationinrelation to any of these rights, please
contact us using the contact details below.

Cookies

You can find out about cookies and how we use them in our cookie policy at:
https://www.danskebank.ie/en-ie/Personal-and-Business/Pages/Personal -and-
Business.aspx.

Contact details

You are always welcome to contact us if you have any questions about your privacy rights
and how we hold and use personal data. We have appointed a Data Protection Officerto
advise us about our data protection obligations and to monitorcompliance. You can
contact the Data Protection Officer by writing to the Data Protection Officer, Danske Bank, 3
Harbourmaster Place, IFSC, Dublin 1.

How to complain

If you are unhappy with how we have handled your personal information and your dialogue
with the Data Protection Officer has not led to a satisfactory outcome, you can contact our
complaints handling unit by writing to Danske Bank Complaints Team, Danske Bank, 3
Harbourmaster Place, IFSC, Dublin 1.
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You have the right to complain to the Office of the Data Protection Commissioner, Canal
House, Station Road, Portarlington, R32 AP23 Co. Laois, email:info@dataprotection.ie
phone: +353 (0)57 868 4757 or +353 (0)761 104 800.
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